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December 12, 2006

The Honorable Greg Nickels
Seattle City Councilmembers
City of Seattle

Seattle, Washington 98104

Dear Mayor Nickels and City Councilmembers:

Attached is our report Follow-up on the TriData Report’s Recommendations for Emergency
Preparedness. The review’s primary objective was to determine the implementation status of the
111 recommendations concerning Seattle’s emergency preparedness program made by the
TriData consulting firm in a September 2003 report. We concluded that about 75 percent of
TriData’s recommendations have been successfully addressed by the City, while the remaining
recommendations have yet to be fully addressed.

We obtained comments on drafts of our report from the City departments mentioned in TriData’s
recommendations.

We appreciate the cooperation provided by the departments during our review, and we wish to
extend particular thanks to Barb Graff, Director of Emergency Management, for the time she
spent on this project.

Assistant City Auditor Jane Dunkel and Deputy City Auditor David G. Jones were the auditors

assigned to this project.

Sincerely,

,/gvb\;}om, C,;’fwm

Susan Cohen
City Auditor
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Project Overview

Last year, after the Executive provided information to the City Council regarding the City’s
progress in implementing the 2003 TriData report on the City’s emergency preparedness, several
Councilmembers requested that my office obtain, verify and summarize more specific
information on the Executive’s progress in implementing those recommendations. The TriData
report examined the City’s emergency management program, and included 111
recommendations for improving the City’s emergency preparedness, response, and recovery
plalns.1 As seen in Table 1, based on our review?, we believe the City has successfully addressed
83 of the recommendations. We consider those recommendations closed and will not conduct
further follow up work on them. We believe the City has not fully addressed 28 of the
recommendations and will include them in our follow up data base for further review next year.
The City’s Director of Emergency Management reviewed this report and did not provide any
formal comments.

Table 1. Status of 111 TriData Recommendations - December 2006
Category Number of recommendations
Closed recommendations

Implemented’ 60
In process, no barriers to completion

No longer applicable 1
Executive or City Council disagree with rec. 16
Subtotal closed recommendations: 83

Open recommendations

In process 21

Policy or budget decision 7

Subtotal open recommendations: 28
TOTAL - All Recommendations: 111

Appendices IV through VI contain detailed information on each recommendation along with
supporting data that explains our basis for how we categorized each recommendation. This
report also provides information on key departments’ current emergency preparedness priorities
(see Appendix VII) and describes two of the criteria available to the City for assessing the
effectiveness of their emergency preparedness program (see Appendix VIII).

! Appendix I shows the issues areas for each of the 111 TriData recommendations.

* Appendix II describes the objectives, scope and methodology of our work.

? Some recommendations were complex and had more than one part. For those recommendations, if one part was
implemented but the other was not, we divided the recommendation into two categories and assigned .5 to each
category. Numbers in this table are rounded.
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Appendix I TriData Report Recommendations by Issue Area

TriData grouped its recommendations for improving the City’s emergency preparedness into the
following categories:

1. Overview of Emergency Preparedness (2 recommendations)
2. Assessment of Hazards, Risks, and Vulnerabilities (14 recommendations)
3. Analysis of Emergency Management Functions
= Emergency Operations Center (9 recommendations)
= Security and Protection of Seattle (9 recommendations)
= Police Operations (11 recommendations)
= Fire Operations (1 recommendation)
= Special Operations (10 recommendations)
= Public Utilities (11 recommendations)
=  Emergency Public Information (5 recommendations)
= Communications, and Information Technology: Operation, Functionality, and
Interoperability (14 recommendations)
= Public Health (12 recommendations)
4. Continuity of Government (11 recommendations)
5. Alternative Funding Opportunities (2 recommendations)
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Appendix 11 Objectives, Scope and Methodology

At the request of Seattle City Councilmembers Nick Licata and Richard Conlin, we conducted
audit work to determine the status of each recommendation contained in the 2003 TriData report.
To do this, we interviewed City managers, reviewed City policies, procedures, planning
documents and agreements, and conducted site visits. We also interviewed numerous outside
experts, including, among others, personnel from the State of Washington’s Emergency
Management Division, the Washington State National Guard, King County’s Office of
Emergency Management, Public Health Seattle King County, the University of Washington’s
Seismology Laboratory, and the Building Owners and Managers Association of Seattle (for a
comprehensive list, see Appendix VI).

For the purposes of our analysis, we categorized a recommendation as closed if it: a) had been
implemented, b) is in the process of being implemented and we see no barriers to its
implementation, c) is no longer applicable, or d) the Executive or City Council disagreed with
and does not intend to implement the recommendation and we agreed with their decision. We
categorized a recommendation as open — in process if implementation of the recommendation
was not complete and additional monitoring to ensure its completion was warranted. We
categorized a recommendation as open — policy decision if additional funding or City Council
action was needed to implement it.

We conducted our work between July and October 2006, in accordance with generally accepted
government auditing standards. In performing audits, our office follows the Government Audit
Standards, as prescribed by the Comptroller General of the United States, and the Institute of
Internal Auditors’ (ITA) International Standards for the Professional Practice of Internal
Auditing. With respect to quality assurance reviews and training, the Seattle Office of City
Auditor follows the ITA standards.
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Appendix IIT Status of TriData Recommendations by Category

Table I1. Status of Individual TriData Recommendations — December 2006
Category Number of Recommendation
recommendations

Closed Recommendations
Implemented” 60 2,4,5,6,8,10, 12, (.5) 13, (.5) 14,
15, 16, 18, 19, 20, 21, 22, 24, 25, 32,
35, 36, 38, 40, 41, 42, 43, 44, 45, 48,
49, 51, 52, 53, 55, 56, 57, 65, 66, 67,
68, 69, 70, 71, 74,78, 79, 80, 83, 84,
85, 86, 87, 88, 89, 96, 97, 102, 103,

108, 110, 111
In process, no barriers to 6 7,23, 46, 54, 58, 64
completion
No longer applicable 1 33
Executive or City 16 1,9, (.5 13, (.5) 14, 26, 29, 30, 31,
Council disagree with the 37,50, 77, 82, 100, 101, 104, 105,
recommendation 106
Subtotal Closed 83
Recommendations:
Open Recommendations
In process 21 3,11, 17,27, 28, 34, 47, 59, 60, 61,
62, 63, 72,73,76, 81, 90, 94, 95, 99,
107
Policy or budget decision 7 39, 75,91, 92, 93, 98, 109
Subtotal Open 28
Recommendations:
TOTAL - All 111
Recommendations:

* Some recommendations were complex and had more than one part. For those recommendations, if one part was
implemented but the other was not, we divided the recommendation into two categories and assigned .5 to each
category. Numbers in this table are rounded.
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Appendix VII Current Areas of Emphasis in Emergency Preparedness
As Identified by Key Departments

In addition to following up on the specific recommendations contained in the TriData report, we
asked officials from key departments to identify areas of emergency preparedness they are
currently emphasizing, or in which there is need for more resources. These departments include:
the Seattle Police Department, the Seattle Fire Department, Seattle City Light, Seattle Public
Utilities, the Seattle Department of Transportation, the Department of Information Technology,
and Public Health Seattle/King County. A summary of their comments, by department, is
provided below.

We also asked these officials what impact, if any, cuts in federal funding for homeland security
would have on the City’s preparedness efforts. Nationwide, federal homeland security grant
dollars decreased 10.5 percent from $855 million in 2005 to $765 million in 2006. The funds
received by the City of Seattle in 2006 ($9.15 million) were 22 percent less than what the City
received in 2005 ($11.8 million).

Seattle Police Department (SPD)

SPD officials told us that their currently emerging priorities include: detection of weapons of
mass destruction; monitoring capabilities for chemical, biological, radiological, and nuclear
weapons and explosives (CBRNE); increasing their capacity for intelligence fusion (the
collection, analysis, and diffusion of information); hardening critical infrastructure (which is
very difficult and expensive); community, neighborhood, and workplace preparedness; and long-
term planning in light of reductions in federal funding. SPD is also concerned about surge
capacity in hospitals and how the City would cope with a flu pandemic.

Seattle Fire Department (SFD)

SFD’s highest priorities in the emergency preparedness area are training and equipment--such as
emergency medical services supplies--for handling mass casualties. SFD officials told us that
SFD command-level employees would benefit from training and drills in command and control
mass casualty scenarios. It would also be useful for engine companies to have more chemical
and radiological detection equipment. Constraints that impede progress in these areas include a
lack of available funding and the difficulties in finding time for staff to attend training and then
practice what they’ve learned.

Any cuts in federal funding will affect SFD because it has used federal grant funds to purchase
needed emergency preparedness equipment.

Seattle City Light (SCL)

SCL’s emergency preparedness priorities are continuity of operations and pandemic planning.
These areas would benefit from more resources because they are labor intensive.
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SCL’s Security and Emergency Preparedness Director stated that because SCL hasn’t relied on
or received a lot of federal funding for its emergency preparedness efforts, federal funding cuts
won’t have much affect on SCL. SCL received some federal grant dollars for conducting
vulnerability studies, planning and training.

Seattle Public Utilities (SPU)

Seattle Public Utilities most pressing emergency preparedness issues at this time include:

® National Incident Management System (NIMS) and Incident Management System (ICS)
training

¢ Developing Emergency Management plans, exercises and training (including SPU’s
Continuity of Operations Plan)

¢ Ensuring that it can perform critical infrastructure assessments immediately following a
disaster

¢ Funding and other resources to re-establish the Department Operations Center (DOC) at
SPU’s Operations Control Center (OCC)

Time and competing priorities are the only challenges SPU is encountering with relation to its
current pressing issues. Nothing else is keeping them from meeting their goals.

While SPU welcomes and make all attempts to secure as much federal funding as they can,
SPU’s Security and Emergency Management Program does not rely on federal funding for any
of its work plan priorities.

Seattle Department of Transportation (SDOT)

SDOT’s most pressing issues for emergency preparedness are a new, fully equipped and
functioning Emergency Operations Center and completion of training in the National
Incident Management System (NIMS) and Incident Command System (ICS).

Another priority is completing a “Continuity of Operations Plan” (COG) to address
SDOT’s ability to provide essential services under extreme conditions (such as reduced
work force due to pandemic flu). SDOT expects that their COG plan will be in place
before the end of 2006.

Other priorities, such as hardening critical transportation infrastructure, require substantial
expenditures. City revenues are not designed to address the extreme capital demands created by
having to mitigate against terrorist attacks. To the extent that funds are not available from
“external” sources, such as the federal government, SDOT will not be in a position to make rapid
and substantive improvements in the security of critical elements of the transportation system.

Department of Information Technology (DOIT)

DOIT’s emergency preparedness priorities are preparing the ESF-2 Functional plan (Annex to
the City’s Disaster Preparedness Plan) and the DolT Departmental Emergency Response plan;
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then DOIT wants to train its employees about the plans, and test their knowledge with drills and
exercises. Constraints to achieving these goals are limited staff resources and budget constraints.

The City has significantly upgraded its emergency preparedness relative to technology over the
last few years using UASI grants, State Homeland Security grants, and similar funds. Seattle has
acquired a considerable amount of technology and equipment, but it still needs to fund ongoing
operations and maintenance of these new capabilities, and replacement of these capabilities as
equipment becomes outmoded.

Public Health Seattle/King County (Public Health)

In the public health arena, there are ten core capabilities needed to achieve emergency
preparedness. These capabilities, as outlined in Public Health’s In-House Preparedness Strategy,
are:

Detect, report, investigate and control emergent communicable disease outbreaks;
Detect, report, and mitigate exposure to environmental hazards;

Dispense medications/vaccinations quickly and on a mass scale;
Quarantine/isolate individuals; monitor their health status daily;

Triage, transport and track mass casualties;

Collect, secure, store, identify, autopsy and certify mass casualties;

Analyze hazardous substances and biological agents proficiently and quickly;
Stabilize and treat mass casualty incident victims for infectious disease, hazardous
exposure, burns, trauma or radiological poisoning;

Disseminate information about health risks and protective behaviors to the public
and key partners; and

10. Lead the regional response to health-related emergencies utilizing the National
Incident Management System (NIMS).
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Public Health’s Preparedness Strategy outlines the list of processes and systems needed to
achieve these ten core capabilities, and guides Public Health’s use of funds.

Public Health officials stated that their most pressing problem is the erosion of core public health
funding:

“It is one thing to have an emergency plan in place, but another to have the people to implement
it. In the public health arena, the people who will respond are nurses, doctors, and pharmacists.
To be prepared to respond to an emergency, adequate staffing must already be in place. Our
current funding mechanisms make it challenging to retain staff. For example, the State of
Washington provides us with local capital development funds but these funds “don’t inflate,”
which in essence means that we receive a funding cut in real dollars each year. Our personnel
costs, however, are tied to local COLA increases (4.66 percent last year), so they increase every
year. This really puts a squeeze on our budget. Funding is also needed to build and maintain
core public health infrastructure.”

153



Another public health challenge in emergency preparedness is reaching vulnerable populations
(i.e., the homeless, non-English speakers, the deaf/blind population, and/or any person or group
who might be isolated or alone). This requires connecting with the diverse array of community-
based organizations that serve these populations, as well as an ongoing commitment by local and
regional governments to build long term capacity in community-based organizations. Public
Health is working with long term care facilities and mental health agencies to plan how to meet
the needs of the populations they serve in an emergency. Public Health officials noted that
enhancing their capability to serve vulnerable populations in an emergency appears to be in
alignment with the City of Seattle’s values and goals, and that the City may want to consider
funding part of these efforts.
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Appendix VIII Additional criteria are available to the City for assessing the
effectiveness of its emergency preparedness efforts

In addition to responding to the TriData report’s recommendations and their own in-house
expertise, City officials told us that there are two criteria they use to guide their emergency
preparedness planning and decision-making. First, to receive federal funding, the City must
comply with numerous federal requirements, many of which were put into place under
Homeland Security Presidential Directives (HSPDs). HSPDs 5 and 8 significantly affect federal
funding to the City of Seattle. Second, the City’s Director of Emergency Management told us
that one of Seattle’s long term goals is to seek accreditation through the Emergency Management
Accreditation Program. See below for more information on these criteria.

Homeland Security Presidential Directive 5: Management of Domestic Incidents

HSPD-3, issued on February 28, 2003, enhances the ability of the United States to manage
domestic incidents by establishing a single, comprehensive national incident management
system. HSPD-5 directs the Secretary of Homeland Security to develop and administer the
National Incident Management System (NIMS). It requires all federal departments and agencies
to adopt NIMS, and, beginning in FY 2005, makes NIMS adoption by state and local
organizations a condition for federal preparedness assistance.

The City’s Director of Emergency Preparedness told us that NIMS compliance requirements
have evolved and will likely continue to do so. Examples of areas where the City of Seattle has
already complied with NIMS requirements include developing a local NIMS implementation
plan and providing required NIMS training to its employees. In 2007, NIMS will require state
and local organizations to classify their emergency resources by category and capability. The
City of Seattle’s Fleets and Facilities Department requested one additional FTE in the 2007-2008
budget for a Strategic Advisor I. This position would be responsible for standardizing how the
City categorizes (“types”) its resources and performing a rolling stock inventory, so that the City
can fulfill the Homeland Security Department’s reporting requirements.

Homeland Security Presidential Directive 8: National Preparedness

HSPD-8, issued on December 17, 2003, identifies steps for improved incident response
coordination. This directive describes how Federal departments and agencies will prepare for
such a response, including prevention activities during the early stages of a terrorism incident.
The directive is a companion to HSPD-5.

Overview of National Accreditation Standards for Emergency Management

The Emergency Management Accreditation Program (EMAP) is a voluntary accreditation
process for state, territorial, tribal, county and municipal government programs that coordinate
and/or provide activities related to disaster prevention, mitigation preparedness, response, and
recovery. EMAP, an independent, public nonprofit organization fosters excellence and
accountability in emergency management and homeland security programs by establishing
credible standards verified through a peer review accreditation process. Accreditation includes a
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self-assessment phase as well as an on-site assessment by an independent review, or “assessor”
team.

Accreditation is attained by demonstrating that the government program meets EMAP Standard
criteria, which describe the elements an emergency management program should have to be
prepared to deal with the jurisdiction’s hazards and threats. The EMAP Standard consists of 58
standards to evaluate programs that apply for EMAP accreditation. The EMAP Standard’s
foundation is the 2004 National Fire Protection Association (NFPA) 1600 Standard for
Disaster/Emergency Management and Business Continuity Programs, which includes language
that explains the standards’ meaning for public sector accreditation. The EMAP standard covers:

Program Management

Program Elements Generally

Laws and Authorities

Hazard Identification and Risk Assessment
Hazard Mitigation

Resource Management

Mutual Aid

Planning

Direction, Control and Coordination
Communications and Warning

Operations and Procedures

Logistics and Facilities

Training

Exercises, Evaluations and Corrective Action
Crisis Communications, Public Education and Information
Finance and Administration

Accreditation requires documented compliance with all 58 EMAP standards in these 16 areas.
For more information about the EMAP accreditation program, see www.emaponline.org.
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FAX..MAIL...CALL...
HELP US SERVE THE CITY BETTER

Our mission at the Office of City Auditor is to help assist the City in achieving honest, efficient
management and full accountability throughout the City government. We service the public
interest by providing the Mayor, the City Council and City managers with accurate information,
unbiased analysis, and objective recommendations on how best to use public resources in support
of the well-being of the citizens of Seattle.

Your feedback helps us do a better job. If you could please take a few minutes to fill out the following
information for us, it will help us assess and improve our work.

L . T R T . S T T . S I .

Report: Follow-up on the TriData Report’s Recommendations for Emergency Preparedness
Release Date: December 12, 2006
Please rate the following elements of this report by checking the appropriate box:

Too Little Just Right Too Much

Background Information
Details

Length of Report
Clarity of Writing
Potential Impact

Suggestions for our report format:

Suggestions for future studies:

Other comments, thoughts, ideas:

Name (Optional):

Thanks for taking the time to help us.

Fax: 206/684-0900

E-Mail: auditor @seattle.gov

Mail: Office of City Auditor, PO Box 94729, Seattle, WA 98124-4729
Call: Susan Cohen, City Auditor, 206-233-3801
www.seattle.gov/audit/
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